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Chapter 1: Laptop Usage

Section 1: Vision and Goals
Vision:
The West Mifflin Area School District is dedicated to supporting the mission of fostering

students’ growth to their fullest potential and instilling a love for lifelong learning. The 1-to-1

initiative aims to enhance teaching and learning by promoting enriched engagement and
personalized instruction. By implementing this educational initiative, we are equipping
students with the skills and knowledge necessary for success in the global 21st-century
community.

Goals:

* Enhance and differentiate learning

* Increase student engagement

* Promote collaboration

» Strengthen 21st century skill development

Section 2: Appropriate Use
Possession and use are limited to full and complete compliance with the 1-to-1 Code of
Conduct.

= If astudent leaves the laptop at home, he/she is responsible for completing course work

as if the laptop were present.

» Students are to use the laptop in accordance with the West Mifflin Area School District's

Acceptable Use Policy.

* Theinstallation and use of personal apps are not permitted.

» Students are to use the laptop to access only educationally appropriate materials and
websites at all times.

» The presence of guns, weapons, pornographic materials, violence, inappropriate
language, alcohol, drug or gang related symbols, pictures, or apps on any electronic
device are prohibited.

e Any attempt to circumvent laptop security is prohibited.

= Social networking activities may only be used when assigned by and supervised by a
teacher for academic purposes.

» Students should avoid posting personal information online, will understand that postings

are permanent, and will exercise mature and responsible conduct at all times.

» Do not email, post to the internet or electronically send images, video or audio
recordings of other individuals without their written permission.

e All sound must be muted on the laptop unless directed otherwise by a teacher.
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* Do notremove the Property of West Mifflin Area School District sticker from your
laptop.

» Students are to adhere to any additional requirements set forth by the classroom
teacher.

» We do not provide loaner laptops or chargers.

Use of Camera and Microphone

» Use of the camera or microphone in restrooms and locker rooms areas is strictly
prohibited. Use of these elsewhere without teacher permission is prohibited.

» Taking unauthorized images or recordings of others is prohibited.

* The camera will not be used to take inappropriate, illicit, or sexually explicit photos or
videos, nor will it be used to embarrass anyone in any way.

= The District reserves the right to disable device hardware without notice.

Section 3: Damaged or Lost Laptops or Accessories
Allincidents will be brought the District administration team for determination of cost
and discipline. The cost of damage will reflect the current market cost.

Examples of possible situations:

1. Lostor Stolen laptop
2. Replacement stylus or charger
3. Damaged screen

Do not attempt to gain access to the internal electronics or repair your laptop.

4. We do not provide loaner laptops or chargers.

5. If your laptop fails to work or is damaged, report the problem to your teacher and
school technology staff as soon as possible.

6. Laptop repair/replacement options will be determined by the school technology staff.

7. Replacement fees will be assessed for lost or damaged items in accordance with the
District’s policy on responsibility for lost or damaged materials.

8. Any Damage to the laptop falls under the “Care of School Property” West Mifflin Area
School District Board Policy #224.



Page 5 of 23

Section 4: Device Collection

All student laptops, power supplies, and accessories must be returned at the end of the
school year. This return process will take place near the end of the school year so they
can be checked and serviced.

If a student leaves the District, the device must be returned to school on the date the
student withdraws. The family will be charged for any components that are not returned.

Section 5: Device Inspection

1.

Since the laptops are the property of the West Mifflin School District, officials of the
school have the right to review all material stored on or accessed by any device. This
includes chat logs and browser history. There should be no expectation of privacy of
materials found on the laptop nor in any student account.

Students may be selected at random to provide their laptops for inspection.

3. The district will cooperate fully with local, state or federal officials in investigations of

suspected illegal activities conducted through district-owned devices.

Any behavior that violates district policy or the Acceptable Use Policy may result in the
student being disciplined if it is determined that the student used a school device in
connection with the misconduct, or if the misconduct impacts the orderly and efficient
operation of the school or the safety of the school environment.

Section 6: Consequences and Discipline

1.

2.

Any student failing a class at the end of a nine-week period may have their laptop
restricted and be given limited internet access until their grades improve.
Consequences are to be determined by building principals.



Section 7: Homework

1.

If Schoology seems to be the problem:

1

2.
3.
4. Submit the assignment to Schoology at a later time.

All assignments should be downloaded to the laptop
before students leave the building each day to avoid
potential Wi-Fi issues in the evening.

If you are unable to turn in homework via the laptop in
the evening, please complete the following steps.

S

schooloay
Leave a text note in Schoology.

Screenshot the homework submission or error.
Email the assignment and error to your teacher.
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KEEP
CALM

DO YOUR
HOMEWORK

If the Internet connection is the issue, bring a note from home and perform the above as
soon as possible in school.
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Chapter 2: Laptop Care & Security

Section 1: Models
There are multiple laptop models that we use here at West Mifflin.

e Lenovo 500w Gen4 e HP Pro x360 Fortis 11"

* Dell 3190 2-in-1
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Section 2: Laptop Care

Students are expected to treat their laptop as a valuable piece of equipment. Do not
slam, throw or drop the device.

If your laptop is damaged, report it to the District as soon as possible. Do not attempt to
open and/or repair the device.

Screens are susceptible to damage from extreme pressure or weight. Do not place/stack
objects on the laptop. Be aware that overloaded backpacks can damage the device.

The laptops have a semi-rugged shell but are not impervious to excessive forces. You
may purchase your own case if you so desire. Check the model of your computer above
to find the correct case online.

Do not lend your laptop to another student or use another student’s laptop. You may
not change settings or interfere in any way with another person’s device.

Do not leave the laptop where there is danger of contact with moisture, extreme heat or
cold. Protect the machine from inclement weather. Never leave the device in a car.
Liquids, foods, and other debris will damage the device. Take caution if eating or drinking
in proximity to the device.

Do not attempt to delete the preloaded apps or install applications not approved by the
district.

Students will update applications and the operating systems only when directed by
technology staff.

Laptop surfaces must remain free of any writing, stickers, labels or decorations. Student
will be charged a cleaning fee if violated.

Only clean the screen with a soft lint free cloth. Do NOT use liquid cleaners of any type
anywhere on the laptop.
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Section 3: Laptop Security

1.

Students must take all precautions to prevent theft; avoid areas where damage or theft
is likely.

Do not leave devices unattended in unsupervised areas; this includes leaving them
plugged in within a classroom to charge while you are in another room.

In cases of theft, vandalism and other criminal acts, a police report MUST be filed by the
student or parent. A replacement laptop will be issued to the student.
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Section 4: Power Management and Battery Optimization

1.

It is the student’s responsibility to come to school with the laptop fully charged for their
daily responsibilities.

Uncharged devices and/or failure to bring the device to class will not be an acceptable
excuse for late/incomplete work or the inability to participate in class activities.

To build better battery life fully charge the laptop to 100% and if possible, use it until 20-
30%. Going below 20% repeatedly can cause damage over time.

Do not leave charging devices unattended for long periods of time. To prevent
overheating, or potential fires, allow for adequate ventilation. Place your device on a
hard surface like a table or counter while charging; not a bed, pillow, couch orin direct
sunlight.

Dimming the brightness of the screen, turning off Bluetooth, and avoiding streaming
content will prolong battery life.

For long periods of inactivity, shut down the device. Pressing the power button once
DOES NOT turn off the laptop; this puts it to sleep. In order to shut it down you must
choose “Shut Down”” in Windows. To do this, press the start icon on the bottom left.
Click the power icon and select Shut Down.
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Chapter 3: Laptop Tips for Parents & Guardians

Section 5: Storage and File Saving
e Students should store files on their school Microsoft OneDrive account.

o Files saved to the OneDrive folder on the laptop will sync
with the Office 365 cloud. (‘

o Students can retrieve their files from either the OneDrive '
folder on the laptop or by using the Microsoft Office 365 OneDrive
web login.

» Files stored to locations other than the OneDrive folder are a loss risk should the
computer system fail.

» The laptops have limited storage. Large files, such as videos, photos, and audio, may
need to be deleted to free up space for more recent documents.

» For help onsigning into OneDrive or Office 365, see Chapter 6.

Chapter 3: Laptop Tips for Parents & Guardians

Section 1: Laptop Use at Home

West Mifflin Area School District recognizes that new technologies bring not only

opportunities, but also new challenges to both teachers and parents.

Below is a list of tips from a variety of professional sources that will help you guide your

child’s use of the laptop.

1. Talk to your child about your values and the standards you expect them to follow when
using the internet as you would with any other media (video games, TV, movies, etc.)
Discuss your expectations for responsible use of the camera, video, and audio recording
capabilities as well.

2. Ask your child to use and store the laptop in an open area of your home so you can
monitor what your child is doing online. Many parents restrict devices from bedrooms
and other private areas.

3. Monitor the sites your child visits. Help teach them how to act as they work and socialize

online.

Understand and use sites’ privacy policies.

Limit the time your child is on the laptop. Especially limit its use before bedtime.

Report unwelcome or malicious online threats.

Define a routine as to how the laptop is cared for and when and where its use is

appropriate.

8. Look at the applications your child is using. It is to the advantage of the students,
parents, and school that the parents have a working understanding of the applications
and student work found on the laptop.

9. Read and share with your child laptop care and use policies. By reading and discussing
the care and use policies, you can create a clear set of expectations and limitations for
your child.

N ov o



Page 12 of 23

Chapter 4: Help Guides

Section 1: Wi-Fi

If you are having trouble getting online, verify that you are connected to your home
wireless.

1. Click the wireless icon in the system tray.

2. Verify that the Wi-Fi is turned on. Gray background indicates that it may be off, blue
indicates that it should be active.

3. Find your home wireless SSID (Set Service Identifier) and click to select.

Click Connect. You may be required to enter your home wireless password.

(7 YOUR-HOME-WIFI ﬁ
Secured

[:l Connect automatically

) [

4.

«p
Mobi
Airplane mode hots

* 6:11 PM
A Om) )
< 7/18/2018 D

Section 2: Troubleshooting

In this section is a list of items that typically resolve our most common issues. Please follow

this guide before submitting a ticket or calling help desk.

7. Save your current projects and close all apps, if your computer is running. Press and hold
the physical power button for at least 30 seconds, release and wait 5 seconds, then press
it again to turnit on.

a. This drains the power and data from the computer’s components so it can boot
as cleanly as possible.

8. Ifitis not charging or turning on, unplug the AC cable from the brick and the wall, and
the cable from the computer. Plug everything back in tightly. Ensure that the charging
light is on. Give the computer 15 minutes to charge high enough to stay on once booted.

9. If the above steps fail to solve your issue, see the next section to contact the help desk.



Section 3: Submitting a Help Desk Ticket
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If you have any trouble using software, online resources, or experience hardware issues with
your laptop, you may open a help desk ticket to request assistance from the technology

department.

1. Open up any web browser and type https://wmasd.incidentiq.com/in the address bar.
2. Enter your username and password. (Same as if you were logging on to a computer for

school)
3. Click New Ticket. (Menu on left)
4. Select what the ticket is about.

e You will have a chance to select more specific options, then you will be able to

describe the issue. The more details you give, the better.

e (lick Submit Ticket in the lower right of the screen.

e Check back to the Help Desk site or check your student email daily while you have

an active ticket so you can see updates.

“— (] O B & o+ hitpsy/wmasdincdentiq.com él]

West Mifflin Area School
District

Sign in with

Bels adloRd © Dashboard

+ Mew Ticket

Work Welcome to the West Mifflin A

Dashboard
=l
My Tickets -

My Assets

=3
=
Knowdedge Base '

S

School District helpdesk

If the issue needs solved quickly, call the WMASD help desk at (412) 466-9131 ext. 3333.


https://wmasd.incidentiq.com/
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Section 4: Logging into Schoology

1. Go to the Schoology website login page at wmasd.schoology.com
2. Log in with your Student ID number and password
(same one used if logging onto a computer at school).

f € Login to Schoolagy x \\

i C | & Secure | https://wmasd.schoology.com

Sign in to Schoology

West Mifflin Area School District West Mifflin, PA


https://wmasd.schoology.com/
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Section 5: Logging into Microsoft Office 365

You can access your OneDrive files and Office 365 web-based applications from any browser
on any computer. This might be helpful in the event you are having trouble with OneDrive
syncing, issues with Microsoft Word, Excel, PowerPoint, or other laptop issues that prevent
you from doing your work on it.

1. Go to the WMASD website at wmasd.org
2. Go to Technology - Office 365 Login
3. Oryou can go directly to login.microsoftonline.com
4. Type in your computer credentials in email format.
If your student number is 12345, your email address is 12345@wmasd.org.
5. A second window will pop up asking again for your login information.

6. Oncelogged in, you can access your OneDrive and MS Office apps online.

&5 Microsoft

Sign in Sign in
https://adfs.wmasd.org
0123456[@wmasd.org <
Username 0123456@wmasd.org 5
Password | sesssss .I
Apps 6

% w3 x 3 p3 N3

OneDrive Word Excel PowerPoint OneNote


http://wmasd.org/
https://login.microsoftonline.com/
mailto:12345@wmasd.org

Chapter 5: District Acceptable Use Policy
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Adopted November 18, 2021

Last Revised February 15, 2024

Purpose

The Board supports use of the computers, Internet and other network resources in the district's
instructional and operational programs in order to facilitate learning, teaching and daily
operations through interpersonal communications and access to information, research and
collaboration.

The district provides students, staff and other authorized individuals with access to the district’s
computers, electronic communication systems and network, which includes Internet access,
whether wired or wireless, or by any other means.

For instructional purposes, the use of network facilities shall be consistent with the curriculum
adopted by the district as well as the varied instructional needs, learning styles, abilities and
developmental levels of students.

Definitions

The term child pornography is defined under both federal and state law.

Child pornography - under federal law, is any visual depiction, including any photograph, film,
video, picture or computer or computer-generated image or picture, whether made or produced

by electronic, mechanical or other means, of sexually explicit conduct, where:[1]

1. The production of such visual depiction involves the use of a minor engaging in sexually
explicit conduct;

2. Such visual depiction is a digital image, computer image or computer-generated image that
is, or is indistinguishable from, that of a minor engaging in sexually explicit conduct; or

3. Such visual depiction has been created, adapted or modified to appear that an identifiable
minor is engaging in sexually explicit conduct.

Child pornography - under state law, is any book, magazine, pamphlet, slide, photograph, film,
videotape, computer depiction or other material depicting a child under the age of eighteen (18)
years engaging in a prohibited sexual act or in the simulation of such act.[2]


http://www.law.cornell.edu/uscode/text/17
http://www.law.cornell.edu/uscode/text/42/chapter-126
http://www.law.cornell.edu/uscode/text/29/794
http://www.law.cornell.edu/cfr/text/28/35.160
http://www.legis.state.pa.us/cfdocs/Legis/LI/uconsCheck.cfm?txtType=HTM&yr=2004&sessInd=0&smthLwInd=0&act=0197.
http://www.legis.state.pa.us/cfdocs/legis/LI/consCheck.cfm?txtType=HTM&ttl=18&div=0&chpt=27&sctn=9&subsctn=0
http://www.law.cornell.edu/uscode/text/18/2256
http://www.legis.state.pa.us/cfdocs/legis/LI/consCheck.cfm?txtType=HTM&ttl=18&div=0&chpt=63&sctn=12&subsctn=0
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Computer - for purposes of this policy, district computers include any electronic device owned or
leased by the district that has the capability to create, play or edit text, audio and video data;
transmit or receive messages, text, data or images; operate software or online applications; or
provide a wired or wireless connection to the Internet.

The term harmful to minors is defined under both federal and state law.

Harmful to minors - under federal law, is any picture, image, graphic image file or other visual
depiction that:[3][4]

1. Taken as a whole, with respect to minors, appeals to a prurient interest in nudity, sex or
excretion;

2. Depicts, describes or represents in a patently offensive way with respect to what is suitable
for minors, an actual or simulated sexual act or sexual contact, actual or simulated normal
or perverted sexual acts, or lewd exhibition of the genitals; and

3. Taken as a whole lacks serious literary, artistic, political or scientific value as to minors.

Harmful to minors - under state law, is any depiction or representation in whatever form, of
nudity, sexual conduct, sexual excitement or sadomasochistic abuse, when it:[5]

1. Predominantly appeals to the prurient, shameful or morbid interest of minors;

2. Is patently offensive to prevailing standards in the adult community as a whole with respect
to what is suitable for minors; and

3. Taken as a whole, lacks serious literary, artistic, political, educational or scientific value for
minors.

Obscene - any material or performance, if:[5]

1. The average person applying contemporary community standards would find that the
subject matter taken as a whole appeals to the prurient interest;

2. The subject matter depicts or describes in a patently offensive way, sexual conduct
described in the law to be obscene; and

3. The subject matter, taken as a whole, lacks serious literary, artistic, political, educational or
scientific value.

Technology protection measure - a specific technology that blocks or filters Internet access to
visual depictions that are obscene, child pornography or harmful to minors.[4]

Authority

The availability of access to electronic information does not imply endorsement by the district of
the content, nor does the district guarantee the accuracy of information received. The district
shall not be responsible for any information that may be lost, damaged or unavailable when
using the network or for any information that is retrieved via the Internet.

The district shall not be responsible for any unauthorized charges or fees resulting from access to
the Internet or other network resources.

The Board declares that district Internet, computer and network use is a privilege, not a right.
The district’s computer and network resources are the property of the district. Users shall have
no expectation of privacy in anything they create, store, send, delete, access, receive or display
on or over the district’s Internet, computers or network resources, including personal files. The


https://www.law.cornell.edu/uscode/text/20/7131
http://www.law.cornell.edu/uscode/text/47/254
http://www.legis.state.pa.us/cfdocs/legis/LI/consCheck.cfm?txtType=HTM&ttl=18&div=0&chpt=59&sctn=3&subsctn=0
http://www.legis.state.pa.us/cfdocs/legis/LI/consCheck.cfm?txtType=HTM&ttl=18&div=0&chpt=59&sctn=3&subsctn=0
http://www.law.cornell.edu/uscode/text/47/254
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district reserves the right to monitor, track and log network access and use on district computers
and network resources; monitor fileserver space and file storage utilization by district users; or
deny access to prevent unauthorized, inappropriate or illegal activity and may revoke access
privileges and/or administer appropriate disciplinary action. The district shall cooperate to the
extent legally required with the Internet Service Provider (ISP), local, state and federal officials
in any investigation concerning or related to the misuse of the district’s Internet, computers and
network resources.[6][7][8]

The Board requires all users to fully comply with this policy and to immediately report any
violations or suspicious activities to the building principal or designee.

The Board establishes the following list of subject areas as inappropriate matter, in addition to
those stated in law and defined in this policy, which shall not be accessed by minors:[4]

1. Hate speech.[9][10]

2. Lewd, vulgar or profane.

w

. Threatening.[11][12]

4. Harassing or discriminatory.[9][10][13]

ul

. Bullying.[14]
6. Consisting of/relating to weapons.[15]
7. Terroristic.[16]

The district reserves the right to restrict access to any Internet sites or network functions it
deems inappropriate through established Board policy, or the use of software and/or online
server blocking/filtering. Specifically, the district operates and enforces a technology protection
measure(s) that blocks or filters access to inappropriate matter by minors on its computers and
network resources used and accessible to adults and students. The technology protection
measure shall be enforced during use of computers and network resources with Internet access.

[31[4][17]

Upon request by students or staff, the Superintendent or designee shall expedite a review and
may authorize the adjustment of technology protection measures to enable access to material
that is blocked or filtered but is not prohibited by this policy.[17]

Upon request by students or staff, building administrators may authorize the temporary
adjustment of technology protection measures to enable access for bona fide research or for
other lawful purposes. Written permission from the parent/guardian is required prior to adjusting
Internet blocking/filtering for a student’s use. If a request for temporary adjustment of
technology protection measures is denied, the requesting student or staff member may appeal
the denial to the Superintendent or designee for expedited review.[3][18]

Delegation of Responsibility

The district shall make every effort to ensure that this resource is used responsibly by students
and staff.

The district shall inform staff, students, parents/guardians and other users about this policy
through employee and student handbooks, posting on the district website and by other
appropriate methods. A copy of this policy shall be provided to parents/guardians, upon written
request.[17]


http://www.law.cornell.edu/uscode/text/47/254
https://www.legis.state.pa.us/cfdocs/legis/LI/uconsCheck.cfm?txtType=HTM&yr=1949&sessInd=0&smthLwInd=0&act=14&chpt=13E&sctn=2&subsctn=0
https://www.law.cornell.edu/uscode/text/20/7131
http://www.law.cornell.edu/uscode/text/47/254
http://www.legis.state.pa.us/cfdocs/Legis/LI/uconsCheck.cfm?txtType=HTM&yr=2004&sessInd=0&smthLwInd=0&act=0197.
http://www.legis.state.pa.us/cfdocs/Legis/LI/uconsCheck.cfm?txtType=HTM&yr=2004&sessInd=0&smthLwInd=0&act=0197.
https://www.law.cornell.edu/uscode/text/20/7131
http://www.legis.state.pa.us/cfdocs/Legis/LI/uconsCheck.cfm?txtType=HTM&yr=2004&sessInd=0&smthLwInd=0&act=0197.
http://www.legis.state.pa.us/cfdocs/Legis/LI/uconsCheck.cfm?txtType=HTM&yr=2004&sessInd=0&smthLwInd=0&act=0197.
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Students are expected to adhere to the district's One to One Technology Handbook for proper
usage, care and security, troubleshooting and insurance recommendations. The handbook will be
updated annually by the district and disseminated to students.

Users of district networks or district-owned equipment shall, prior to being given access or being
issued equipment, sign user agreements acknowledging awareness of the provisions of this
policy and awareness that the district uses monitoring systems to monitor and detect
inappropriate use and may use tracking systems to track and recover lost or stolen equipment.

Student user agreements shall also be signed by a parent/guardian.

Administrators, teachers and staff have a professional responsibility to work together to help
students develop the intellectual skills necessary to discern among information sources, to
identify information appropriate to their age and developmental levels and to evaluate and use
the information to meet their educational goals.

Students, staff and other authorized individuals have the responsibility to respect and protect the
rights of every other user in the district and on the Internet.

Building principals shall make initial determinations of whether inappropriate use has occurred,
and may consult with the Superintendent or designee and the school solicitor when necessary.

The Superintendent or designee shall be responsible for recommending technology and
developing procedures used to determine whether the district’s computers and network
resources are being used for purposes prohibited by law or for accessing sexually explicit

1. Utilizing a technology protection measure that blocks or filters Internet access for minors
and adults to certain visual depictions that are obscene, child pornography, harmful to
minors with respect to use by minors or determined inappropriate for use by minors by the
Board.

2. Maintaining and securing a usage log.
3. Monitoring online activities of minors on district computers and network resources.

The Superintendent or designee shall develop and implement administrative regulations that
ensure students are educated on district procedures related to Internet, computers, network
resources, network etiquette and other appropriate online behavior, including, but not limited to:

[4]
1. Proper usage, care and security associated with computers.

2. Troubleshooting and receiving help with devices and device insurance information.

w

. Cybersecurity awareness and training.

N

. Onboarding and offboarding of students and staff upon entry and exit of the district.

5. Interaction with other individuals on social networking websites and in chat rooms.

(o)}

. Cyberbullying awareness and response.[14][20]
Guidelines
District computers and network accounts shall be used only by the authorized user of the

computer or account for its approved purpose. Network users shall respect the privacy of other
users on the system.


https://www.law.cornell.edu/uscode/text/20/7131
http://www.law.cornell.edu/uscode/text/47/254
http://www.law.cornell.edu/cfr/text/47/54.520
http://www.law.cornell.edu/uscode/text/47/254
http://www.legis.state.pa.us/cfdocs/legis/LI/uconsCheck.cfm?txtType=HTM&yr=1949&sessInd=0&smthLwInd=0&act=14&chpt=13A&sctn=3&subsctn=1
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Safety

It is the district’s goal to protect users of the network from harassment and unwanted or
unsolicited electronic communications. Any network user who receives threatening or unwelcome
electronic communications or inadvertently visits or accesses an inappropriate site shall report
such immediately to a teacher, building administrator or other appropriate school staff. Network
users shall not reveal personal information to other users on the network or Internet, including
chat rooms, email, social networking websites, etc.

Internet safety measures shall effectively address the following:[4][19]
1. Control of access by minors to inappropriate matter on the Internet and World Wide Web.

2. Safety and security of minors when using electronic mail, chat rooms, social networking
websites and other forms of direct electronic communications.

3. Prevention of unauthorized online access by minors, including hacking and other unlawful
activities.

4. Unauthorized disclosure, use and dissemination of personal information regarding minors.
[21][22][23]

5. Restriction of minors’ access to materials harmful to them or which have been designated
as inappropriate matter in Board policy.

Prohibitions

Users are expected to act in a responsible, ethical and legal manner in accordance with Board
policy, accepted rules of network etiquette and federal and state law and regulations. Specifically,
the following are prohibited uses of district computers and/or network resources:

1. Facilitating illegal activity.

2. Commercial or for-profit purposes.
3. Nonwork or nonschool related work.
4. Product advertisement.

5. Bullying/Cyberbullying.[14][20]

6. Hate mail, discriminatory remarks, harassment and offensive or inflammatory
communication.[9][10][14][24]

7. Unauthorized or illegal installation, distribution, reproduction or use of copyrighted
materials.[25]

8. Accessing, sending, receiving, transferring, viewing, sharing or downloading obscene,
pornographic, lewd or otherwise illegal materials, images or photographs.[26]

9. Access by students and minors to material that is harmful to minors or is determined
inappropriate for minors in accordance with Board policy.

10. Vulgar language or profanity.

11. Transmission of material that a reasonable person would know to be offensive or
objectionable to recipients.


http://www.law.cornell.edu/uscode/text/47/254
http://www.law.cornell.edu/cfr/text/47/54.520
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12. Intentional obtaining or modifying of files, passwords and data belonging to other users.
13. Impersonation of another user, anonymity and pseudonyms.

14. Fraudulent copying, communications or modification of materials in violation of copyright
laws.[25]

15. Loading or accessing unauthorized games, programs, files or other electronic media.
16. Disruption of the work of other users.

17. Destruction, modification, abuse or unauthorized access to network hardware, software,
systems and files.

18. Accessing the Internet, district computers or other network resources without
authorization.

19. Disabling, adjusting or bypassing the Internet blocking/filtering technology protection
measure(s) without authorization.

20. Accessing, sending, receiving, transferring, viewing, sharing, deleting or downloading
confidential information without authorization.

Security

System security is protected through the use of passwords and/or encryption and district security
procedures. Failure to adequately protect or update passwords could result in unauthorized
access to personal or district files. To protect the integrity of the system, these guidelines shall
be followed:[23][27][28]

1. Employees, students and other authorized users shall not reveal their passwords to another
individual.

2. Employees, students and other authorized users shall periodically update passwords on a
regular basis and in the event there is any concern a password or passwords may have
been compromised.

3. Employees, students and other authorized users shall participate in any and all
cybersecurity and cybersecurity training measures implemented by the district.

4. Users are not to use a computer that has been logged in under another user.

5. Any user identified as a security risk or having a history of problems with other computers
or network systems may be denied access to the district’s computers and network
resources.

Copyright

The illegal use of copyrighted materials is prohibited. Any data uploaded to or downloaded from
the network or Internet shall be subject to fair use guidelines and applicable laws and
regulations.[25][29]

District Website

The district shall establish and maintain a website and shall develop and modify its web pages to
present information about the district under the direction of the Superintendent or designee. All

authorized users publishing content on the district website shall receive appropriate training and
comply with this and other applicable district policies.


http://www.law.cornell.edu/uscode/text/17
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Users shall not copy or download information from the district website and disseminate such
information on unauthorized web pages without authorization from the building principal.

Accessibility -

District staff who maintain district websites and web pages shall post content which is accessible
to individuals with disabilities, to the same extent that it is available to other users, based on the
needs of the individuals and limitations of the platform. This shall include, but is not limited to:

1. Including alternate text descriptions or captions for images.
2. Including captions for video content.
3. Avoiding text that is posted as an image or conveyed using only color cues.

4. Creating links and attachments in formats that are accessible to screen readers and other
assistive technology, and may be accessed through keyboard or speech navigation.

5. Formatting text so that it is accessible to screen readers and other assistive technology,
and may be accessed through keyboard or speech navigation.

All district websites shall contain clear contact information that may be used by members of the
public to request accommodations or assistance.

Consequences for Inappropriate Use

Users of district computers and network resources shall be responsible for damages to the
equipment, systems, platforms and software resulting from deliberate or willful acts.[17]

Illegal use of the district computers and network resources; intentional deletion or damage to
files or data belonging to others; copyright violations; and theft of services shall be reported to
the appropriate legal authorities for possible prosecution.

General rules and Board policies for behavior and communications apply when using the district
computers, network resources and Internet, in addition to the stipulations of this policy.

Vandalism shall result in loss of access privileges, disciplinary action and/or referral to legal
authorities. Vandalism is defined as any malicious attempt to harm or destroy data of another
user, the district, the Internet or other networks; this includes but is not limited to uploading or
creating computer viruses.

Failure to comply with this policy or inappropriate use of the Internet, district network or
computers shall result in usage restrictions, loss of access privileges, disciplinary action and/or
referral to legal authorities.[6][7][8]


http://www.law.cornell.edu/uscode/text/42/chapter-126
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